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1 Kassie Littleton, 34,
| impson Road loudon,
was charged with DUI,
Reckless Endangerment,
Driving on Revoked/
Suspended License,
Simple Possession - IV,
] and Violation of Implied
Consent.

f Deputy Jeremy  Gar-
1 land LCSO, observed a
: silver ford escape fail to
stop at a red light at the
intersection of Hwy 11
i and Hwy 72. Once be-
hind the vehicle, Deputy

(see revoked pg. 2)
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Dustin Copeland

Thomas Allan Scar-
brough Sentenced to
70 months in prison
for possessing child
POTROZrapny

On May 17, 2017,
Thomas Allan Scai-
brough, 46, of Rock-
wood, Tennessee, was
senienced by the Hon-
orable Leon Jordan, Se-
nior U.S. District Judge,
to serve 70 months in
prison for possession
of child pornography.
Upon his release from
.| prison, Scarbrough will
o d gerve 10 years under

This Public Service
Announcement  (PSA)
is an update to Business
E-mal Compromise
(BEC) PSAs 1-012215-
PSA,  1-082715a-PSA
and [-061416-PSA, all
of which are posted on
www.ic3.gov., This PSA
includes new Internet
Crime Complaint Center
(1C3) compilaint informa-
tion and updated statisti-
cal data as of December

1,2016.

DEFINITION

| the supervision of the

: U.S. Probation Office. Follow us on

._5__ instagranm

:_ Shawn N see prison pg. 7 J

see PI pg. S

: Verse of the Day Obituaries Weather around 65F
| 'Who is wise and un- $e€¢ Inside Today: Generally sunny Saturday Mostly ¢ g‘d
de.*standing among W&.EZ@ despite a few afternoon Slt{lf}S. Sgat_tarecii:hthun eé
| you? Let him show Big weekend plans c}llou?is.ﬁ stray showe_:glor fnzn?{gigh g%:g v HOT
- - : : fhunders{orm 1S possiple. ' *
_ by his good life, by coming up? Make ioh 86F. ’ Saturday Night: Partly]
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see stop pg. 3

BUSINESS E-MAIL COMPROMISE
E-MAIL ACCOUNT COMPROMISE
THE S BILLION DOLLAR SCAM

Business F-mal
Compromise (BEC) 18
defined as a sophisti-
cated scam targeting
pusinesses working with
foreign suppliers and/or
businesses that regular-
ly perform wire transfer
payments. The E-mail
Account Compromise
(EAC) component of
BEC targets individuals
that perform wire trans-
fer payments.

The techniques used
in the BEC/EAC scam

(see Scam pg. 4)
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evoked 11 year old daughter, who was

observed that the driver could ¢ PESEIBET T TE VENE S Ohe
not maintain the lane of travel.

Deputy then initiated a traffic suspended. Upon running her

sop o vy 72 Sk Rd. LGOS (R
Deputy then came into con-

revoked for DUIL. Ms. Littleton
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E“ * . : | tact with Kassie Littleton. Ms.
| must have “F” Endorsement on driver license | Littleton stated she was on her 12¢ siurred speech and blood-
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d Daily Fdition is produced and published daily Monday through Friday and is circulated through- ¢
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ow d ires, V6, Autg, Immacu ike New, Auto, Push Star
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2014 Ford Focus heels, 5 Spa;d

A/C, PW, PL, Sunroof, Factory Warranty
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NOW |
can be of assistance.
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an open beer In the
the "Rotat

cup holder. Copeland
N0 Service

U nave a breakdown or

1S

Deputy also not
| of an alcoholic bever-
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ing
standardized fie

few drinks
ked to exit the veh

was asked to ex

rave you
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have become 1ncreas-
ingly similar, prompting
the 1C3 to begin tracking
these scams as a single
crime typel in 2017
The scam is carried
out when a subject
COMPromises legiti-
mate business e-mail
accounts through social
engineering or comput-
crontrusion  techniques
1o conduct unauthorized
transters ol funds.
Most  victhims
Using  wire
as a common
of transferring funds
for business purposes;
however, some victims
report using checks as
a common method of
payment. The fraudsters
will use the method most
commoniy  associated
with thelr victim’s nor-
mal business practices.
The scam has evolved to
include the compromis-
ing of legitimate busl-
ness e-matl accounts and
requesting  Personally |
tdentiliable Information
(PH) or Wage and Tax
Statement (W-2) forms
for employees, and may
not always be associated
with a request for trans-
‘er of funds.
BACKGROUND
The victims of the
BEC/EAC scam range
from small

report
(ransfers
method

businesses
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monitor and study their
selected victims using
social engineering tech-
niques prior to initiating
the BEC scam. The sub-
jects are able to accurate-
ly 1dentity the individuals
and protocols necessary
to perform wire transfers
within a spec1f1c business

to large corporations.
The victims continue o
deal in a wide variety of
goods and services, in-
dicating that no speciiic
sector 18 targeted more
than another.

it 1s largely unknown
how victims are select-
ed; howwer the SUbJ@C'[S
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. Now Hiring
i Landscape Install Team Member E
. Landscapes & Gardens by Pam is a full- service

landscape nstall, construction, and mainienance;
company. Looking for motwated hard-working, and|
customer-service %ased peopie. We have 1mmedlate
ifull-time openings in the company that will allow f01
lgrowth and promotion. We are a high uality, cus-
tomer-service based company with fu? time work
avallable, based on weather conditions. -
Expenence in landscaping is a plus, but a wﬂlmg
Iness to learn and the ability to work in a team envi-;
ronment 1s of the utmost priority. Typical work weel
s 40-50 hours Monday - Friday, with time and half
for any hours over 40.

Requirements;

Must have a valid’s driver’s license

Must be able to pass a drug test

Must have dependable transportation to and from work
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“We are offarmg $200 for the return of}

om baby’s clothes and toys or any mforma—

ition that leads to their return. We had them

stored in storage unit 51 at crossroad minij g
Istorage, which is located at Eatons Cross |

10ads across from waldrops. They are all we

have left from when she was little. We won’t:
lask any questions or be angry. Just please] |
Ibring them back. For any information con-| |
ftact 865-566-7638 or amandaroberts771@} |
lgmail.com” Thank you.
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environment.  Victims
may aiso first receive
“phishing” e-mails re-
questing additional de-
tails regarding the busi-
ness or individual being

targeted (name, travel
dates, etc.).
Some ndividuals re-

ported being a victim
of various Scareware
or Ransomware cyber
(ntrusions immediately
preceding a BEC inci-
dent. These intrusions
can initially be facilitat-
ed through a phishing
scam in which a victim
receives an e-mail from
a seemingly legitimate
source that contains a
malicious link. The vic-
tim clicks on the link, and
it downloads malware,
allowing the subject(s)
untettered access to the
victim’s data, including
passwords or financial
account information.
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loudon Coumy Govemmem has an opening for the po-
sm(m of IT Director. The IT Director manages and ad-|

ninisters I'T department resources to effectively meet ‘the
*1 eeds of Loudon County Government. For a full list off
duﬂes responsibilities, and required qualifications for
this position, please visit the job posting on the Loudon
Coumy Government website (https://loudoncounty-tn .
gov) under “General Information > Employment”.
esﬁted candidates who ‘meet the qualifications should con-
tact the Loudon County Mayor’s Office no later than éﬁ-pm

R

The BEC/EAC scam
is linked to other forms
of fraud, including but
not limited to: romance,
lottery, employment, and
rental scams. The victims
Of these scams are usu-
ally U.S. based and may
be recruited as unwit-
ting money mules2. The
mules receive the fraudu-
lent funds in their person-
al accounts and are then
directed by the subject to
quickly transter the funds
to another bank account,
usually outside the U.S.,
upon direction, mules
may open bank accounts
and/or shell corpora-
tions to further the fraud
scheme.

STATISTICAL DATA
The BEC/EAC scam
continues (o SrOw,
evolve, and target small,
medium, and large busi-
nesses. Between Janu-

Scam cm Pg. 5
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PI dispaiched to Town f;umggg %"gi’ * brteath- was at his home. This he was going to strike
Creek Circle to an un- dg = d £ Sgo?g address was not Moore Deputy. It was deter-
Shawn Moore, 28, responsive male in the ©COT COROLUC  residence. Moore stat- mined that if left in the

SR R TR R R A IR AT A T T T A W T LN gnEE TRTINCARL A AT T T TN

Highland Ave Lenoir yard of theirresidence. 0€verage about RiS o4 he had been drink- public Moore would
City, was charged Complainant stated Person. Upon getling ino and that it was go- be 2 danger to himself
with Public Intoxica- they did not know the Moore awake he had jno 15 take more than and other. Moore was
| tion, and Violation of subject. Upon arrival slurred  speech, and ot 1o arrest him, and placed under arrest.
Probation. Sgt. Mike Deputy made contact Yasunabletogetupon pajjed up his fist in

Watkins LCSO, was with Shawn Moore, NS OWn and stated he  ap action that seemed Scam ctd. from pg. 4

e B o
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ary 2015 and Decem-
ber 2016, there was a
2.370% 1ncrease in iden-
tified exposed losses3.
The scam has been re-
ported in ail 50 states and
in 131 countries. Victim

complaints filed with the
IC3 and tinancial sources

indicate fraudulent {rans-
fers have been sent {o
103 countries.

Based on the financia
data, Asian banks located
in China and Hong Kong
remain the primary des-
tinations of fraudulent
funds; however, financial
insfitutions in the United
Kingdom have also been
identified as prominent
- destinations.

The {following BEC/
You Name giﬁ EAC statistics were re-

R&dﬁa for S, Wheei& B& if@? 5@55 ﬁﬁpﬁ&ﬁ@@gg F ar E@&ﬁ,@m&ﬁf : . pgrted to the 1IC3 and are
sources, including IC3

and international law
entorcement complaint

y A
o L AT e
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data and filings from fi-

i nancial institutions be-

- tween October 2013 and
- December 2016:

Domestic and interna-
tional incidents: 40,203

Domestic and inter-
national exposed doliar
+  {oss: $5.,302 890 448
e F The following BEC/
EAC statistics were re-
ported n victim = com-
plaints to the 1C3 from
October 2013 to Decem-
ber 2016:

Total U.S. victims;
22292

Total U.S. exposed
dollar loss:

e -, - e | | | $1.594 503 669

ject 10 change|  ugwres '8 R itagl Loaq Y waeeire @90 ¢ Total non-US. vic-
ne market | _ - el e\ P o aR WEEOEEEE 8 tims: 2,053
Tota non-U.S.

exposed dollar loss:
$626,915 475
The following BEC/

EAC statistics were re-
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see scam conc. pg. 7
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Bricor United States Attor- ghe had gmi_)ked mari- plamts to tne IC3 from particular scenario  has
_ neys’ Offices and the Juana earlicr in June 2016 to December ¥, S At -
Additionally,  pursu- Criminal Division’s the day. Ms. Littleton 2016: also been referred to

ant to the federal Sex
Offender Registration
and  Notification Act,
he will be required to

Child Exploitation and did consent 0 Perfq'rm- total U.S. financial re- ;%i:hg;i - ,;Bogususié}gﬁif;
Qbscenity Section, PSC e ﬁtazilqgirdmed Field c1plent5:3,04% . . Swindle,” and “Invoice
marshals federal  state Sobriety tests. She did total U.S. {financial Modification Scheme ”

> > perform poorly on all  recipient exposed dollar | CACIIC.

register as a sex of- ?m local resources 1o tests. Officer B. Hous- loss:  $346,160,957 Fi?ﬁ?i? RZ: Business
fender anywhere he re- ocate, apprenend, and  ¢r did perform further  Total non-U.S. finan- %57 Recemi’l% or
sides, is employed, or prosecute ndividuals ARIDE sobriety tests cial recipients: 774 tating a kequest 1or a

who sexually exploit in which she performed total non-U.S. finan- Wire Transter

ts a student. g , . . L : .
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